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Effect of Privacy and Security on U.S. Health Care System and HIM
A well-functioning health care system with all segments working in harmony depends on various aspects. Some of the aspects include trained together with motivated health care employees, well-maintained infrastructure, strong health places, reliable supply of medicines as well as technologies, enough funding together with evidence-based policies (World Health Organization, n.d). It is well known that the challenges facing the US health care system are many. Health care services are costly and complex. This makes legislative, financial, and other market forces exert constant pressure on the system to change, adapt, and improve. The US health care system, one of the top five largest industries in the country, and HIM need individuals who can embrace and adapt to organizational change and innovations. Theoretical frameworks help to provide lenses through which to view, make meaning of, and adapt to change. Thus, developing a personal leadership and management philosophy is an important step for individuals who work in the vast, complex, and ever-evolving US health care system. Besides, knowing how to be a good leader and a good manager, whether for others or just for yourself, is key to making improvements in the health information management field that benefits everyone. Thus, this paper aims to examine how leadership and management theories can be applied to address effect of privacy and security on HIM.
Privacy and Security Issue
Regardless of the kind of information (electronic, written, and verbal), the confidentiality of protected healthcare information (PHI) has its starting point necessities of preservation chiefly founded on the privacy regulation. The latter rule protects health records of individuals and their related information obtained, upheld or created by otherwise on behalf of entities covered or their health care providers (AHIMA, 2011). Also, it protects the PHI of individuals by regulating the conditions under which entities covered are permitted to utilize as well as disclose PHI. Equally, private regulation stipulates that entities covered to have alternative arrangements or agreements put in place with their health care providers responsible for performing operations, and provision of services on their behalf. Lastly, it offers individuals rights concerning their PHI accompanying right to acquire a copy of their health information as well as request for corrections.
Conversely, the security tenet is only applicable to PHI in automated form. It requires entities covered to execute specific safeguards about physical, administrative and technical aspects to protect automated information (Brodnik et al., 2017). Additionally, entities covered are required to put in place indentures with their business associates that the latter are bound to aptly protect the automated PHI they acquire, maintain, transmit or create on behalf of the former. As a result of all these concerns, I considered privacy and security to be a perfect market force worth deliberating in this assignment in addition to its critical position in this digital age.
In the profession of health information management (HIM), the central principle throughout its eight-decades history thus the beginning of HIM historical context has been to guarantee confidentiality, privacy as well as security of individual health information. Equally, in the current health care setting, HIM mavens are constantly experiencing the challenge of upholding patient information privacy and security. This exertion has seen its complexity balloon following perpetual distribution of information in electronic systems. Moreover, the ever-dynamic nature of regulatory and legislative atmosphere has increased the problem of this responsibility. 
Essentially, the effect of privacy and security on US health care system and HIM culminate in three related and vitally significant concepts of privacy, confidentiality, and security. Confidentiality tenet submits that it is the obligation of experts with authorized access to patient communication or health records to uphold in confidence this information (Klein, 1997). Here in US, operative psychotherapy profoundly rests on an environment of trust and confidence in which the patient being the variable of focus, is enthusiastic to make a disclosure that is comprehensive as well as guileless. It is the confidentiality privilege of various health care professionals which facilitates the provision of apposite treatment for patients ailing from impacts of emotional or mental challenge, and whose health information is sensitive and demands on special veneers of confidentiality (Klein, 1997). Furthermore, it is undisputed fact that HIPAA, upon which health information privacy rests, has had a huge effect on health care industry as well as patients for the past decade. Likewise, its effect will continually be felt through its endeavor to shape HIM professionals and US health care (Solove, 2013). Additionally, any threat to privacy implicitly affects the process of accumulating enormous amounts of individual health Information in automated databases. In conclusion, the security concept denotes unswervingly to health care information protection. In US, the security aspect affects the means utilized to safeguard health information privacy as well as provision of the crucial support required to hold and maintain in confidence patient health information by professionals.
Leadership and Management Theories Addressing Privacy and Security Issue
Utilization management, attribution theory, and evidence-based management are among the three leadership and management theories about US health system and HIM. The basic tenet of attribution theory is that there ought to be a clear way of evaluating the successes as well as failures of any health care system or program (Walshe & Smith, 2011). Conversely, evidence-based management health care management theory specifies that the decisions made by nurses, clinicians as well as other health care specialists should reflect the superlative established evidence. Lastly, the widely acclaimed and adopted utilization management theory advocates for a proactive approach in health care management based on preset guidelines (Walshe & Smith, 2011). 
The decision to select these three theories of leadership and management was primarily based on the distinct approaches each theory advocates regarding patient and business associate’s interaction in health care industry in US, and how their definitive tenets are perfectly tied to the concept of privacy and security under discussion. For instance, a safe environment for patients is paramount in any health care system. Thus, any reliable approach that can offer a guarantee that the conceptual framework employed by a health care system nurtures a positive as well as innocuous work setting for both health care professionals and patients is worth adopting by health care leadership and management in place. Attribution theory is such a sure approach tested to deliver on these promises.
Similarly, health care industry is one of the fields driven by constant decision-making activities. However, the subordinate staff and other junior professionals under health system management make a move based on certainty that full proof evidence is available from their senior health care managers. As a result, the evidence-based management model upholds that leaders and managers in health care industry be fast to acknowledge as well as employ the very philosophies to which they often hold professionals in health care (Walshe & Rundall, 2001). Adhering to the latter maxim is an indisputable way of bringing a level of homogeneousness to health care administrators’ decisions. Equally, observance of evidence-based management theory ensures equal standards of making decisions by health care bureaucrats. Lastly, my motive to choose utilization management theory was chiefly founded on the need for health care system to prioritize and a subsequent contemplation on who is likely to benefit from key decisions made about a health care issue of concern. 
It is undeniable that health care management is a growing arena. On the other hand, it is the sole mandate of health care managers to administer the entirety of health care systems. Moreover, divergent views exist as to how these managers can lead these systems. However, what intrigues me about my afore chosen theories of leadership and management is that any attempt of devotion by health care management to ascribe to either theory guarantees success of a health care facility provided focus is maintained and the theory is well implemented.
Application of Leadership and Management Theories to Privacy and Security Issue
Distinctive creeds held by the selected theories partially or fully provide an answer to privacy and security issues in US health care system and HIM. While trained as well as motivated health care workers, maintained infrastructure, adequate supply of medicines together with technologies, enough funding, established health places, together with evidence-based policies are definitive aspects of an effective health care system and HIM (World Health Organization, n.d), each can be realized based on good implementation of a combination or unit application of a leadership and management theory that is well explored and studied.
The attribution theory help patients comprehend that regardless of effort made by the health care system in place to uphold confidentiality and explicitly authorized access to their health information, errors are likely to occur along the way. This requires a consensus understanding of both patients and management. From the leadership and management standpoint, the attribution theory provides the sense that management of health care system can be enhanced through the conscience that mistakes do happen. Thus, the management should be on the frontline to nurture a positive environment of work to enhance professionals’ response to faults in health care  (Lewis, 2017). However, one need not ignore the toll impact these errors may cause. For instance, when mistakes do happen, the health care system is likely to experience feelings of pessimism as well as company wise inertia. When the management is in a position to understand the cause of these feelings, the afore management approach will profoundly help health care professionals learn to focus on continual improvement of positive atmosphere for recovery of patients rather than concentrating on their areas of letdowns and where they never triumphed. This is likely to improve privacy aspect of patient information as in case of PHI associated with the right to acquire a copy of their health information and appeal for corrections. Also, health care workers are maiden to improve their routine service provision to lower the number of requests for corrections on patient information or records.
[bookmark: _GoBack]Subsequently, through evidence-based management, leadership and management of US health care system and HIM can spearhead a wide-reaching and countrywide binding standards for health information protection. This will help address technical as well as managerial safeguards through a sole primary objective of security rule that aims to protect discretely perceptible health information in automated form-a subsection of privacy aspect of patient health information. This will allow health care providers (who assumes the business associate role) apposite access to patient information as well as warrant suppleness in acceptance of HIM technology (HHS, 2003). Furthermore, the standards for emulations set by health care management form the definitive basis for patient information privacy protection. A measure likely to attract serious penalties in face of a breach of privacy and security regulation. In return, evidence-based management theory proves to help protect privacy of a patient as well as safeguarding health information of patients in this ever-growing digital epoch (HHS, 2013). Equally, suppose the health care leadership treats patient information such as health records and diagnoses with high level of privacy and unmatched protection, they would have laid a level of homogeneity for employees’ standards of operation thus eradicating to a considerable degree the effect threat posed by privacy and security issue. 
Lastly, utilization management theory has seen a broader application in the industry of health care compared to theoretically inclined evidence-based management and attribution theories. Utilization theory plays an essential role in establishing the priorities of a health care organization (Lewis, 2017). Correspondingly, this role along with an analysis and recognition of who is likely to benefit from leadership and administrative choices made are among the various tasks utilization management theory help improve privacy and security of health care system and HIM in US through health care organization management. The role of analysis played by application of utilization management theory presents information that helps managers in health care determine the goals set and the various ways of executing subsequent researches. The data collected and assessed eventually aid in developing and implementing various health care systems and HIM procedures, policies and guidelines (Lewis, 2017). Thus, in face of a privacy and security issue, the approach of utilization theory would be to give greater weight to management's right to address privacy and security problems as the chief issue of concern. Hence, procedures put in place are likely to be considered in the decision-making process protecting privacy of information. This measure by management to prioritize the security aspect of HIM is crucial to all major decisions made which are expected to benefit patients.
In summation, having examined how leadership and management theories can be applied to address effect of privacy and security on HIM, it is clear that the effect of privacy and security on US health care system and HIM is a challenge whose solution lies with good leadership management. For effective operation of a health care system such as a hospital, the attribution, evidence-based management as well as utilization management theories provide key tenets whose application help bring to light the various approaches capable of addressing the concepts of privacy, security and confidentiality pertaining privacy and security issue of HIM. While these theories do not fully guarantee smooth running of health care system all year round, they provide key theoretical and practical maxims that can profoundly help improve or solve the privacy and security issue of health care system and HIM in US. The intriguing thing about these theories being that each theory is autonomously effective depending on the choice of health care management and how well its executed. Still, a combination of both proves equally effective.
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